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8. CY BER CRIME: Category Wise Types, 
Laws - Remedies and Security 

Dr. l>aya,.atl Plltl•lkar 
Associnlt Prof~s:or lfl~d offlt.,...nrtm,:n1 ofS-Ociolob°:"·• Bh..'U':tll Vid~n P~"t!th" s. Mn1CN1n 

_ ___ B_a.c.i_a_ba, Sln1pa1r.,o Kadom Kai11a. Muluutd)·nlni·o. Knd,1,-.on. D1s1.S;u1gh 

hllrod11rliot1 

Wi1h 1he n.J,c111 ,,f tl'\:hr,oh:,2,;~ liti: has ho.:on-.: much t.~ 1er m this 21 '' C1,,"tHu~·. You can 
bt.,ok rrulw:i~· Uc~\!lS from mob1J\!. p3~ hills instant!~ . JX"ffotm onlrnc shopping Cit.. 10\."SC ~,c 
poss,blo only due 10 IIJ1 anre""'1ll tn techno!og)· o( miemet 

TI1r use of mtcm\,'I has Jost oi aJ\antat;c 3.~ s1a1cd ah<nr Jn con1rns1 thttl!' me 

d1s.1,h'lllllllgc 100 (or use of inicmt1 A pcnon can fall pr<')· 10 onlino pn)'mc.-nt fraud. may loS<> 
his/her conficfon1fol siuff:; on S0('1al nch,o,~s due 10 ""\t.fl!,-C ,,i1h wn~,01-.e c1e. llwst? kmd of 
m:il1cmus ocli,·1111..-s. J om.• on Jnicrm .. 1 c3n he dassifi..-d mto ('~ber Crime. 

C~ h,~r cnmc l 'omnuucd using n ron11>u1er and iht• m1e~t 1D sh.'W <l3tn or mfonna11on 

cg Stcalrng cr,-d11 cnrd inforrn:uion or Bn.·.1lmg 1n10 &~,·ornnu.-nt website. C~bcr cnmc is an 
ilJcg:d crinunnl acti,'11: 1hat nn oh\$ unltrn fuJ ace& l.o ~J't\f>Uler s~ stems. f~ her Crime c.nmc 
ri:f1ns 10 nn~ cnml! 1h.;11 w, ohrs 3 compuh.•r. mobile and 3 net\\Orl. The compul..-r nm~' tu, e 
b\."t'"l1 used in lhe comn11,:-wn of a rnme. or 11 m.,y be th!.? 1argtt 

Ciber crin-.: is J~lir1<.'d as an wlu11ful attlon ag.iinst ru1i· pcrsoo using 11 computer. ils 
svst'"11S, ruld 11s onlin~ ,}r i•ffii_oo uppli<!;l11ort0, It occurs "h<.'11 information lc'Chnolog, ,s used to 
cornmi1 or c,·l\cr ll.11 offt.?n~c Ho,,r,·tr. the Drt 1s only Ct>n.<idNcd C)bcf cnmc if it it intemiorul 
and noi occtdi.--nlal 

Herc. an: ,;ome most rommonly omming C)ffl mmes 
11ie fr:iuJ did b~ nmmpulruing ,,,mpuler network 

lJnautl1f1111...eJ a<:4:c..-S-:C 10 Pr mod1li(:mon or darn or :1ppJu.·at1on 
ln1dlc,c1u,I pmr<·r~· lhon Iha! m;;lude; sofiw3rc pira,:y 

• lndusmnl >Pi ,ni; und a«l!SS 10 or thdl of computer nt:Uen:ils 
\Vri1ing or spre3'ling contput<r I iru= or nuh, nre 

D1~11311) Ji>1nbu1in~ child po,1tu¥ra1ihi . 

.1 
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Objrrti,°t', 

I To rcco19u"i: C'~ her (~rune nKthodi 

2 To stud/ diO~·rcnl lypl!'i of ~ -1>,r crime 

3. To SUJd~ 1hc.~ r\~m1,."Cl1cs 3nJ bws nn ~bl.'1' cnme, 
-t, To lno\\ lhi.:' -.i:,·un1y and to JJHJ\ldc general :m:i11.,i\.~S or ~~hl':f cnme 

NffllofStudy 

We must 1.no" abou1 rybcr crime on 11i;,st 21• c.-uw~. Non:sd3)s c,·~onc ,; engo~cd 

\\1th mtcrnet 1hr,..1uE~h ,,hntsapp. 1,\1t1cr. fac\!IK><!L. netbtu\im,;. shaping :ind lots of other 
plnrfonns MC .O..\ tubhh.- B111 \\C' Jon't J..1rn\\ 1h:u amongst 1hc-m thi:r\! tth.• .some cnmuul m1rnJ1.'C.I 

pt~l:S commil tnm.:~ lht•rc lhnl means u1ldt.-r cyb...-r ,rmx So OO\\ we should be ,mare and 
sta~ seicure from 1hc:S1.• c, bi:1 cnmc 
R..,an-h Mrlhodoloi:_,· 

·n,~ pres~ll h.--:.;,.•;u,ch pnper is d1,.~cr1ptn e and ~11c~ m n3turt shady is ba".~ on 
st.."Condary d:u.:1 and 1h,: mfornuuon coll .. •c1.;.-J from l~ ,nric1~ or sources hL:c booL.s.. )Ournab. 
:uticles, in1erne1 ett. 

History of ()brr Crime 

• The first ~ .ird,'\l ber crime 10<,~ place in 1he ye:or I MW. Io,eph Mnne Jocqu:ird. n 
1c,1ilc m.1nufoc1urcr m f-r:>nce. the loom. 

• In India. Jnpwo and Chino lhe ,ra of nlOd<:m c-,mputer. howc,·cr l>e!,-nn wi1h ohe 
anal)iic.al cni:111t.• ofClwk-s 8ahh•£e 

·n,e lir~t spam ,•1113il 100k pbc.c in I '.17S ""'-" ii wa< s<nl 001 o,er the ARP ANT 
lhe lirst dn1) \\:\'S installed on a,1 .,\ppfc c-omput1."r m l 'J>i2 ,,hen 3 hibh $Chool s1uJcnt. 

rich sJ..rcr11n. de, eloped 1hc Cloner 

• A sixteen y= old s1ud,-n1 nidnam..'<l ·Dain Sircnm'. ~nest<"<l UK police in 1994. 
• lxuial of sc-r, ice (n DoS) ~tlacl.b) "Malio ~·on <bay, yahoo Md oth.,, populnr .. ,.,. 

on 11:W•• 
FIWs e-m"'I •)·stem \\as h:>cL,'1 in F,,t,no:iry 21~>S. 
Trn, ell mg doClunents of NATO forces were huclcd in Afyhan1.!il3n 

1'ypn of Cybrr c·rn,w 
Crbcr cruno rnn be C A'TEGORJl'S omo -
Cyb~r ( 'runt agumst 

Person Propeny Oo,fflltnelu • Sooety 

<o 
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I C:ybf'r Crinw aseainst pt-rson - In 1hi$ cm~gol) t..-r,n,c 1s ~omnuu"-d 3l;:uns1 n P'-'-rson 
usins clc-ctmn,c .sen •et· u:. n nk.'<11um. Under tht, cnlt1,'i>I') -

c·,-hff !ltitnlkiue -Lm\'311100 or obscssi,e :it1ent1oc1 by :an inJl\jdu31 or group Iowa.rd, 
anolh.•r p .. ·rs,111 through •·mlcmctl.'•mails.SMS.\\Cbcam.phone calls.,\Cbsih.-s or c, ... -n 
\ld<.'()s 

l"ybf'r C'rinu· 11.lckini - G:un1r1g un.1u1honscd 3C'cess o,rr computer sys1m1 \\llh lhe 
inh,"111et of pcr~~inal !;:Un or misus.: You h:t," ~-n Jladed 

C-rackin2 - ·1c, d1 f JL'.lll~ h?lll0\111g tht! cop~ \HHt pm1ec11on coJ~ that pre\~nrs cop1i."1 
or pira1cd sofm ;u~ - lku 1s Crnclcr 

l>tfantalion - ,\ ction of d~_lfll! rht ~-000 rep111:mon of 500,~rw using com1}\llt"f or 
clec1ro111c sen 1r,• as medium - Face book. ·rwillL"f 

Onlint t·,""Rud - To nets of s.1t.•.1Jrng confid~,i113I dL"r:uls or ,1ctims accounL \.. onhne 
loller, :scan15 - '.\!1gen3 Jolter)' 5f.'tsms. SCO!'e'n shol J sho"s online lollef), that rou ha,~ 
won S 5 /ll 1.t)011 ;,mmmt 

Child po111ography - Se,uall) C'J>lou minor cl•ldrens. 

Spoofing - lm11:11c so1nt.-thlng ,,hilt c,"B!::8<."fatint 1ls chatac1ms1Jc rcaiures ,,1th S&Jmc 
Jl"1Son3l ~ain 01 profit Usmt ,,,iail or SMS or IVMlsApp - cons1:m1ly mailing a p.."lson 
c.luiming from h:1nl and ri.-qm~ting banJ.ing credtntinls 

l. Cybt'r ( 'rlnw uxainsc Propt",·ty -- In this c•tts:ory rrin~ is corn,niltt"d acainst 
pruptt'1)' or P«-•-son u~in: t'ltttrot1it. wnh'C" ai I m,,d;u,n. Undtr this r1uc:,ory 

Trans111ittini , ·iru1 - .-\ compu1er ,trus 1s :i imllwure pro£r:im th:u rcproduc~s itself 

inro .:anoth1.~r ccimpu1cr progr:uns. disk dri\C. files or booting St"C'lor of hard dri, c- One~ 
this rcphc3tion uf so c311cd \ 1rns is sucr1."\..'"tfod the an,.,-as alTocM! 3ft lernx-d 
·111rec1cd' 

Cybff' Squalting - Vnl;m fully occu~ing an uninhah,le.d place. \\'here h\'O or mor.~ 
P<'fSOl'l5 claim for dtc s.unt domain name or sen ice n, mlabli: on mlem1.,."1 such M 

face bool profile. eg. the first cose III lnch3 rq;,strcd for cybcr ,qallm~ w:i, Yahoo Inc, 
\ /s Ab..,;h Aror:i in IIJ')(} 

c,·btt \ 'nndMlism - lk"Str~in:,; or dam:ig1ng the d:113 ,,hi.m :i lh!lwork S1:nice 1s 
una,ailoble. For ,•s Jh<, Tnbwic of Palds1an had r,po11<-d in No,embcr 201~ 1hn1 
hackers repbced googte·s PaJ.1st:u1 logo \\1lh a picture of lwo f>',"1guins ,,ailing up a 
hndi;e 31 suns,1 (&-roup ruuned :is ·etio,· in Pal.csUUI) 
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• lntt'Jlt'tltial Pt'Opc'rl)' CrimH- ls an~ unl3"ful ac, b~ \\hli:h thco\\ncr 1s dl!pri,cd of 

h1> J1k:'r ll};IH.) \'.omplt"ldy o, µw-11all~ . CJI. d,c povuJ:w Cft)C or h-;'.kl,:-marl uf 81lask'n,,da 

,'is!\',-., n,~amcm·nl• lilcd in 1005 

.t Cybt-r Crimr :egnln~f GO\l'ITIUINll • In thil ral"'&ory crime is rommiurd •a:ain~I 

t:o,·n11mrn1 b)' u,ing inlPmt'I fadlitlff. l lndu lhls tlllrt:ory-

• (')·bt-.- \\'mia,t' - Is uuemct ba.-rcd ,onnu.:11ha1 111,ufH~ poh11C1Jfy mot,,31.cd auacks 
011 mfon11a11011 .ind 11s rdalc.--d s:~ilem. It c:i,1 disable omt1.1J "tbsih.'S and nct\\Orl . 

d,.srnpl <,:s,,·01,al s.,r1 ice such ru. slral dassir,cd dal.l. s•ns.:, dcw,I, ct<. 

Cykr Tr-rrurism - Is polit1c.lJly moti,:atl"d use of comput~N anJ informa1i,m 

leduiok)gi lo aw:!<! ;c1,:,c d,sruplton or \\idcsprcad fear nmon~ pc,opl~ 
.f. ()""r ( ·,;...., aplml Sod~ty • ht t1llt tall'I..-Y cri""' b rommiltNI a&Rln,1 socirly 

- unlawfQI acli,itiM de>nc, ,-i1h 1h, lnttolion of tau.lnE luim1 lo lht rybrr spa<• lhal nan 

urTttt ttnlil"I' iodt-t) or •~rie numbr-r of J)C"nons. Undtr Chia ra1riory-

• OnUnf' Gamblina - Im oh ing 1n at1n lt1es 1Ju1 nlkm ch.'UlC'c for mone~· h 1s also 
kncmn a~ 1nh;.•1n1.'1 g.:unblin,; o, 1G:unbhni Such :as onl,nc lotlrf}' sca.rl\ 

• Cybce,· Trnflicklns - Deal mg or ,mohmg in lrade acll\1l1es 1e. considered 10 be. illegal 
nnd ,s proluh,ted lw <)h..•r r111~c,g selling lddn"flJ'<."<l child to hun~1n lrnlliding 

sroup 

L1ws Ptnal11in1 10 (:ybtr Crim, 

I. lnfonnatoon Tcdinology Aci 2noo -nus law" 10 pmr111 ... 
• .:ompuh.•r crim~ 

rorg1-•0 of cJcc1romc d:itu and record in \.,'"-Commcrt'c 

• clrct1 ornc transaction 
2. Z') - A El1:C"l1on1c R("COrJ pr~, cntion Act 

3 Rom1011 lnformlltion Tixh1h>logy Acl ltijlH 

4. N:1uom1I C)bi.-r Serunty Pol1c:, (NCSP) 1t)l 3 

Cybcr Stt1ui1Y 
• Awor,'flCSs 1.$ the liBI slq> 111 pro1«ting ~1>ursell'. )·our family. and ~·our business. 
• 1n..-cs1 in ,nii, ir1is. lirc11:tll. Sl'AM Moding sofl11:w for )01u re. 

K"'1p solh1me up lo dot~. 

• lJnins1aJJ unnlX-CSSar~· sofl\\are 

• Lise good p,,s.~11ord \\hiCh 11ill bcdifficuh fonhitH'S 10 gut.'$< 

• Chan~c lht.· plS~\\OfJ frN1u~nJI~ 

Et,,.~iLISfl 11.'\RJ • VI I J'nt IU'n.-~IUrjrr1y,,/01•ll.'(i{' JJ,rt'</J1A.1r"'-" , ·,,.; Mt77o 

Vi) ll fUF.IY 11,,~1 •1 .I. IA>Jll,\IJV.U,', Lt1 ' 1C.'Jli11fl 
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• l>cu.~1 ~ur.: "'--~ite ,\hen conduc1mg trnnsac1ions onJine, 
lk:fort" :,ulnn111111g ~our oank:. C'•t11.ti l, biuh t.lal~. uJd1c:ss on a ,,cb~le loul fur dl< ,,t.:s 

pri,ar~ poh';' 

Do ~01 rf:~,pm'k.! or :act on cmnlls S\."111 from unkncmn soun:a. 
Conrlujion 

\\'e arc 11,int in ~I"' a.-nh.it)· 111 lh~ cow-1tf) \\l11..-h l5 in the dc,eloping st;ih:. when: the 

ll-dmolog_, ,s 1;'-11ing .:1d, ance nod rcpbciny 1h~ )Oh of the fu,.unans \\'1th the 1mohe111en1 tlf the 
int~mcl ming 1he on!uk.' crime rDto 1!i nlso 1ncrr:ssrng conSC(}lk."'Jllly. for \\h1ch thc.!re :ire lrg.11 
rcmi"dies a,ailahlc. But \\e hme St.'"'m 1hc c~ber aimc C..'l'ic files :ire increasing more Ihm th:u of 

ihc p,opl< nnd lad uf 1h,, cybcr exp,ns who can h:mdlc 11>,se cases '111.!refore. I\O need bctlcr 

lraimng lns1i1u1es ns "'II :is compulsory brunch ofci·htt sa:uril!' "hich \\ill help ,n sohing 1he 
C) b.:r casc:s anJ \\ill ra,~~· the UUS,I IO\\ :m.1s th~ St'Curit~ . so ,, e <:an If) 10 se-cure ourkl, cs 

If\\ e all tnl.~ 1.·:i1e of our o,, n 54.~unl~ b~ not pro, ,dins the loopholt.-8 to lhe aundt:~ m 
lhe India 

• Tht ke)' to 1110IL"CIIOS )Olllli<lf is being ""'w. 
Si.-cunng our d.11:1 b) g.i,mg the hmit m 1~ pt.'fmiss1ons to rhe ,,ebsites. 

D~ n<JI di~d os,ng smart-phone locl.s 
Not aJI C) hi:t "'·ummaJs ore hadt.-rs-

• Then, as a \\hole olher world 1h;,1 cxls15 in ~ ·be< sp.xe. mal:e sum 1h31 )'OUt lnform.11ion 
1ra,els s.'lfch 

.. S,:.y S"-"CUfC forcH."f . Precauhon is 31,,ays beucr th3f'! c-u~. -

Rrrrrn,c:e Boo ks 

L Dugs.ii Pa,110 - Cyber U\\ · The lnd1:m Perspocll\t 
2. B>rlh and V RamMohan - C)·ber I..:," Crime.,; 
3. A1ul Jnin - C') o,,r Crime 

C>·ber Sec urn}• Nina GoJbole and Sunil Delopure 
5. Anicks Oil lnl,-mel 

EN'tll. t!--tf l'Akl - VI / /'.~l'rHr"\'iot-..lH,'[, u,•,l ,mJ l "(i'. Ii ,M,J.louneul \ o. , .Jt)ijfi jJ 
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